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	Guide to Managing a Privacy Breach

	1.  Determine if a Breach has Occurred 
If Personal Health Information (PHI) or Personal Information (PI) is
☐  stolen
☐  lost
☐  used without authorization
☐  accessed without authorization
☐  disclosed without authorization
☐  destroyed without authorization
Did a breach occur?  ☐ yes     ☐ no    
If yes, date ______________________________  time_________________
Was the information  ☐PHI     ☐ PI

	2. ☐ Contain the Breach
Prevent the information from further breach (i.e. Deleting emails, obtaining confirmation of deleted emails, request misdirected documents appropriately destroyed or physically returned, collecting lost items which have been found, reporting lost items to authorities, completing Declarations of Destruction, etc.) 

	Notes:

	3. ☐ Report/Record Breach in PSMS Immediately
Include all relevant information and all of the follow-up work that has been completed.  Include all who have been notified of the breach (i.e. HR, Privacy Officer, Managers, etc.). Further follow-up can/should be added as the investigation progresses.

	Notes:

	4. Reporting to the Office of the Information & Privacy Commissioner (OIPC) * ATIP team only.
Reporting to OIPC & the affected individual is mandatory in breach situations, with some exceptions.  This is determined by and notification to the OIPC is completed by the ATIP team, Privacy Officer or Breach Response Team. The Manager and/or program area will be involved with disclosure to the affected individuals as directed by the ATIP team.

	Notes:

	5. ☐ Investigate
Gather further information and all details from varied sources, conduct auditing, and if applicable; confirm facts of the breach and identify factors which led to the breach (i.e. failed safeguards, was it intentional vs. accidental, etc.)  Include details of meetings, dates and times, persons involved, etc. Ensure all of this information is added to the incident report on PSMS.

	Notes:

	6. ☐ Remediation and prevention
Review need for new or enhanced safeguards to prevent these types of breaches from occurring in the future. Managers would look at the possible need for disciplinary action for staff, if applicable (Human Resources would lead this).

	Notes:

	Name of person responsible for reporting:


	Date reporting completed: 

	Any additional follow up required: 





**Be sure to record all information and follow up in PSMS, as this document is only a guide to assist with the breach management process.
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